BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Déc 1ap - Tu do - Hanh phuc

S6: 10/BC-CATTT Ha Néi, ngay 06 thang 03 nam 2018

TOM TAT ‘
Tinh hinh an toan thong tin dang chi y trong tuan 09/2018
(tir ngay 26/02/2018 dén ngay 04/3/2018)

Cuc An toan thong tin la co quan c6 chiic nang tham muu, gitip B truong
Bo Thong tin va Truyén thong quan 1y nha nudc va to chire thuc thi phap luat vé
an toan thong tin. Qua cong tac thu thap, theo ddi, trich xuat, phan tich thong tin
trong tudn 09/2018 (tir ngay 26/02/2018 dén ngay 04/3/2018), Cuc An toan

thdng tin thyc hién tong hop tom tat vé an toan thong tin dién ra trong tuan.

Cuc An toan thong tin gii tom tit tinh hinh dé cic co quan, to chtc, ca

nhan tham khao va c6 cac bién phap phong ngtra hop ly.

BANG TONG HQP

1. Cyc Quan 1y An toan Hat nhan Quéc gia, Hoa Ky di cho ding thong bao
moi thau cic doanh nghiép tham gia ngin chin cic cudc tAn cong mang
nham vao céac co s& hat nhan va qua trinh van chuyén vat liéu, thiét bi hat
nhan.

2. Cudi thang 02/2018, B6 Tu phap Hoa Ky tuyén bd thanh 1ip bo phin
chuyén trach vé an toan thong tin mang. Pon vi nay sé& gitip B6 Tu phap Hoa
Ky chéng lai cic nguy co mét an toan thong tin mang va cu thé hoa viéc
thuc thi phap luat lién bang hi¢u qua hon.

3. Trong tuan, Cuc ATTT ghi nhan c6 it nhat 97 duong din (URL) trén céc
trang web tai Viét Nam bi tdn cong, o1 dung dé thuc hién cac hanh vi gay

mat an toan thong tin nhu: phat tan thu rac; tAn cong tu chdi dich vu; cai dat

va phat tan cac loai ma doc; luu trit cac ma khai thac diém yéu 16 hong mot
cach tu dong .

1. Piém tin dang chu y

1.1. Cuc Quan Iy An toan Hat nhan Quéc gia, Hoa Ky da cho ding thong
b4o moi thau cac doanh nghiép tham gia ngin chin cac cudc tan cdng mang
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nhdm vao cac co s& hat nhan va qué trinh van chuyén vat liéu, thiét bi hat nhan.
Theo mot nghién ctru dang duoc tién hanh béi Van phong An toan bic Xa, van
chuyén vat liéu phong xa la cong viéc nguy hiém, cac hé thng lién lac duoc
nhing trong cic phuong tién van chuyén nay cé thé bi tin cdng bai cac cudc tan
cdng mang, dan dén hau qua nghiém trong.

Theo thong bao caia bén moi thau thi hop dong nay cé thé duoc ky két voi
ca nhitng doanh nghiép nho, mién la cac doanh nghiép do dap ung cac tiéu
chuan nhat dinh, bao gom céc ching nhan, giay phép va kinh nghiém trong linh

vuc an toan thong tin, nang luong.
Cong ty duoc ky hop dong sé& thuc hién mot s trach nhiém nhu:

- Huéng dan vé an toan théng tin mang, dao tao va danh gia cho Vin
phong An toan buc Xa;

- Phét trién “kich ban khong gian mang” tin cay, bao gom cé4c thanh phan
vat 1y, ciing nhu cac chién lugc dé bao vé chong lai cac cudc tan cong mang
tiém an;

- Tién hanh danh gia 16 hong, diém yéu va kiém tra thiét bi dé xac dinh va
khic phuc nhitng 16 hong, diém yéu duoc phét hién;

- Tham gia 1am viéc véi Nhém Cong tac vé Hat nhan, Nhém Tuong tac an
toan théng tin tir xa va Hoi dong qudc gia diéu phéi chinh sach an ninh hat nhan

Vo1 tu cach 1a chuyén gia;

- Ra so4t cac chinh sach va hudng dan cap nhat nhat vé an toan théng tin
mang cia Co quan Nang lugng nguyén tir Qudc té va Uy ban Hat nhan.

1.2. Cubi thang 02/2018, Bo Tu phap Hoa Ky tuyén bd thanh lap bo phan
chuyén trach vé an toan thong tin mang. Pon vi ndy s& giap Bo Tu phap Hoa Ky
chéng lai cac nguy co mat an toan théng tin mang va cu thé hoa viéc thuc thi
phép luat lién bang hi€u qua hon.

Bo truong Bo Tu phiap Hoa Ky da yéu cau bo phan chuyén trach ndy wu
tién nghién ctu nhitng nd lyc can thiép vao cudc bau cir; nhitng nd luc can thiep
vao co s& ha tang then chdt; viéc sir dung Internet dé truyén ba tu tuong bao lyc;
viéc an cap thong tin chinh pha, doanh nghiép, ca nhan; va viéc khai thac 15
héng, diém yéu an toan thong tin dé tin cong cac cong dan va doanh nghiép Hoa
Ky. B phan ndy s& chiu trach nhiém bao céo 1én B truong vao cudi thang 6
hang nam.
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1.3. Ngay 28/02/2018, trang web luu trir md ngudn cua GitHub di bj tin
cdng tir chdi dich vu (DDoS) véi quy mé 16n nhat tir trude toi nay véi luu lugng
dinh dat 1.35 Tbps twong dwong hon 120 triéu goi tin/gidy. Piéu dic biét cua
cudc tan cdng nay la viéc déi twong tin cdng khéng sir dung bat ky mang botnet
nao, thay vao do doi tuong tan cong da lgi dung cac 16i cAu hinh bo nhé tam thoi
(Memcached) cua cac may chi dé khuéch dai tan cong DDoS.

Dang tan cong DDoS khuéch dai nay hoat dong bang cach st dung dia chi
IP gia mao dia chi IP ctia nan nhan dé giri ban tin yéu cau tgi may cha muc tiéu
trén cong 11211. Mot sb byte cta ban tin yéu cau gui tir d6i tugng tin cong dén
may chu ton tai diém yéu sé& kich hoat hang chuc nghin lan phan hoi nguoc lai
dia chi IP nan nhan.

Mic di tan cong DDoS khuéch dai khdng phai 1a dang tin céng méi,
nhung trong cudc tin cong ndy, d6i twong tn cong da cai tién phuong thic
huéng dén 18i cau hinh Memcached ctia hang nghin may cha, nhiéu trong s6 dé
van bi cdng khai trén Internet va c6 thé bi khai thac dé khoi dong cac cudc tan
cong DDoS ¢6 luu luong rat lon.

Pé phong ngtra nguy co cac may chu ¢6 st dung Memcached bi loi dung
lam cong cu thuc hién céc cudc tn cong DDoS, Cuc An toan thong tin khuyén
nghi c4c quan tri vién tai cac co quan, té chirc nén xem xét viéc cdu hinh tudng
ltza bao vé, chian hoic gidi han téc d6 giao thuc UDP trén cong nguén 11211
hodc vo hiéu hda hd tro giao thicc UDP néu khdng sir dung.

2. Tinh hinh tin cong gay nguy hai trén céac trang web tai Viét Nam

Qua theo ddi, trich xuét thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web tai Viét
Nam bj tin cong, loi dung dé thuc hién cac hanh vi gdy mat an toan thong tin
nhu: phat tan thu rac; tan cong tir chéi dich vuy; cai dit va phat tan cac loai ma
doc (gan day nhat 13 cai dat va phat tan ma doc dé dao tién 40); luu trir cac ma
khai thac diém yéu 16 hong mot cach tu dong (nhu 16 hong trén trinh duyét hay
cac thanh phan mé rong cua trinh duyét ma ngudi ding st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 97 duong dan (URL) trén cac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay mat
an toan théng tin. Trong do6, théng k&, phan loai cac duong dan nay theo loai
rng dung may chii web ( IIS, Apache ...) va loai tén mién (.com, .vn, ...) cu thé

nhu sau:
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Thong ké sé heong URL bj tdn cdng theo iing dung may chii web
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3. Tinh hinh tan cong lira dio (Phishing) trong tuan

3.1. Qua thu thap, theo doi, trich xuét tir hé thong k¥ thuat, Cuc ATTT
con ghi nhan co it nhét 89 trang web dat tai Viét Nam bi loi dung dé thuc hién
tan cong Phishing trong tuan.
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Thong ké s6 heong cdc trang web phishing trong tudn

mSUPERDATA ®mQTSC ®mVNTT ®=FPT mViettel mODS =VNPT

3.2. Trén thé giéi co nhidu cac trang web gia mao cac to chirc, doanh
nghi¢p, nha cung cép, dich vu 16n nhu Facebook, PayPal, Dropbox .v.v...

Top 10 nha cung cdp, dich vu bi gid mao nhiéu nhdt trong tudn
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Viét Nam c6 nhiéu ngudi dung cac dich vy, ung dung nudc ngoai (ca
mién phi va c¢6 phi) nhu Facebook, Dropbox .v.v... vi vAy ngudi dung can phai
hét st canh giac véi nhitng trang web gia mao dé an trom tai khoan.

4. L$ hong/diém yéu an toan théng tin trong tuan

4.1. Trong tudn, cac td chirc qudc té di phat hién va cong bd it nhat 292 15
hong trong d6 co: 32 16 hong RCE (cho phép chén va thyc thi mi 1énh), 15 15
hong da c6 ma khai thac.
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4.2. Hé thong k¥ thuat cia Cuc An toan thong tin chi dong ra quét trén
khong gian mang Viét Nam, dénh gia, thong ké cho thay c6 04 nhom 156 hong va
01 16 hong riéng 1é trén cac san pham, dich vu CNTT phd bién, c6 thé gy anh
hudng 16n dén nguoi ding & Viét Nam, nhu: Nhom 16 hong trén hé diéu hanh
Windows Vista, 7, 8 va 8.1; Nhom 39 16 hdng, diém yéu trén san pham Acrobat
Reader .v.v...

4.3. Chi tiét vé thong tin mot sd 16 hong trén cac san pham/dich vu phd
bién tai Viét Nam cu thé nhu sau:

San pham/ . s , o
sTT|>"P M3 15i qubc té MG ti ngén Ghi chu
dich vu

Lf31 tr:ém bo dém trong mdt Chua
sO thiét bi Tenda AC9 phién
ban V15.03.05.14 EN cho
phép tin cong tir chdi dich

co
thong tin

1 Tenda |CVE-2018-7561 ban va

Pba c6 ma

vu tir xa hoac gay ra cac anh o
khai thac

huong khac.

Nhom 16 hong trén hé diéu
hanh Windows Vista, 7, 8 va|Pa c6 xac
Microsoft |CVE-2018-7249|8 1, cho phép vuot quyén|nhin  va
Windows |CVE-2018-7250[thuc thi ma trong kernel|thdng tin
hoac doc duoc dir li€éu luu|ban va

trén kernel

Nhom 12 16 hong trén mot
s6 san pham, Gmg dung cta
IBM  (BigFix Platform,
CVE-2016-0291 Daeja ViewONE, Publishing
CVE-2016-0295 |[Engine, Security Guardium[Pa co xac
3 IBM CVE-2018-1399 Big Data Intelligence ...) nhAefm \_’51
cho phép thuc hién nhiéu|thOng tin
CVE-2017-1787 )1 thire thn cong nhu thu ban va
thap thong tin trdi phép,
chen cac doan ma JavaScrip
dé lay trom thong tin xac
thuc, XSS, SQL Injection,
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mot sb 16 hong cho phép
chén va thuc thi ma Iénh.

CVE-2018-4902 |Nhém 39 16 hdng, diém yéu
Adobe  |CVE-2018-4907 trén san pham Acrobat/Pi c6 xéc
Reader cho phép thuc hi¢nnhan  va
Reader tan cong thyuc thi ma 1énh tir[thdng  tin
CVE-2018-4895|x,, truy cip thong tin trai|ban va
phép, pha hoai thong tin,...

4 Acrobat |CVE-2018-4889

CVE-2017-6926 x
, x 12 . . |[MOot vai 16
CVE-2017-6929 /Nhom 7 10 hong trén nhi€u| L
o , 2 .x (hong da co
phién ban Drupal c6 thé dan

5 | Drupal |CVE-2017-6932P" ic  nhj
P dén thn cong XSS, phishing[C  Men

. va thdn
CVE-2017-6928 hozc vuot quyén. o ,g
tin ban va

5. Hoat dong mét s6 mang botnet, APT, ma déc tai Viét Nam
5.1. Mang botnet Sality

Mang botnet Sality con goi 1a hay KuKu, 1a tdp hop cta nhiéu loai vi-r(t,
trojan cung hoat dong. Loai md ddc ndy tin céng vao cac mdy tinh sir dung hé
diéu hanh Windows, lan dau tién bi phat hién vao 04/6/2003. Thoi diém d6 ma
doc Sality duoc tim théy 12 mot ma doc lay nhiém vao hé théng qua cac doan ma
chén vao dau tap tin host dé giup md cira hau va lay trom thong tin ban phim.

Pén nam 2010 xuét hién bién thé Sality nguy hiém hon va tro thanh mot
trong nhitng dong mi ddc phirc tap va nguy hiém nhat d6i voi an toan cia hé
thong. May tinh bi nhiém ma doc s& tré thanh mot diém trong mang ngang hang
dé tiép tuc phat tan ma doc sang cac may tinh khac. Mang botnet Sality chu yéu
dé phat tan thu rac, tao ra cic proxy, an cap thong tin ca nhan, ldy nhiém vao cac
may chii web dé bién cdc mdy chu nidy thanh may chu diéu khién ctia mang
botnet dé tiép tuc mé rong mang botnet.

Theo thong ké vé mang botnet Sality cia Cuc An toan thong tin trong
tudn c¢6 nhiéu IP tai Viét Nam vin nam trong mang botnet Sality.

© Phién ban phat hanh réng rdi



Thong ké sé hwong IP nam trong mang botnet Sality
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5.2. Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét Nam
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6. Khuyén nghi ddi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé théng mang cta cac co quan, to
chtrc, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac doi tuong tan cong loi dung cac trang web dé
thuc hién cac hanh vi gy mat an toan théng tin nhu da néu trong muc 2, cac co
quan t chirc can phai thuong xuyén kiém tra, ra soat may chi web dé kip thoi
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phat hién va cap nhat cac diém yéu, 10 hong trén cac may chu web thudc co
quan, t6 chirc minh

- Ngudi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ing dung, dich vu phé
bién nhu da néu trong muc 3.2 bdo céo nay.

- Theo ddi va cap nhét ban vé cho céac 16 hong, dic biét 1a 15 hong néu tai
muc 4.3 bao cdo nay.

- Chu dong kiém tra, ra soat, boc gd ma ddc ra khdi hé théng mang. Cuc
An toan san sang phdi hop véi cac co quan to chuc tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi
nhiém ma doc botnet, Quy don vi c6 thé lién hé véi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xu 1y céac thiét bi trong toan bo h¢ théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai Cuc An toan thong tin di chia s¢, dic biét
14 cac tén mién da néu trong muc 5.2 béo céo nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhan: q KT. CUC TRUONG
- B§ truong va cac Thr trudng (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; :

- Bon vi chuyén trach vé CNTT cac b, nganh;

- S6 TT&TT céc tinh, thanh phd truc thuoc TW;

- Vu Khoa giao - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung vong Pang;
- Trung tdim CNTT, Vin phong Quédc Hoi; (email)
- Trung tdm CNTT, Van phong Chu tich nudc;
- Cac Tap doan kinh té; Téng cong ty nha nudc;
Tb chirc tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, TTTV.

Nguyén Huy Diing
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PHU LUC
I. Bdo cdo dwoc xiy dung dua trén cic ngudn thong tin:

- Hé thdng xir 1y tin cong mang Internet Viét Nam, hé thng trang thiét bi
k¥ thuat phuc vu cho cong tac quan 1y nha nude vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac quéc té vé an toan thong tin; hoat dong hop tac gitra Cuc
An toan théng tin va cac to chic, hang bao mat trén thé gioi.

- Hoat dong theo ddi, phan tich, tong hop tinh hinh an toan thong tin mang
trén cac trang mang uy tin.

II. Gi6i thiéu vé Hé thong theo déi, xir Iy tAn cong mang Internet Viét

Nam truc thugc Cuc An toan thong tin:

Trung tam Tu van va HO trg nghi¢p vu ATTT tryc thudec Cuc An toan
thong dang trién khai va van hanh céc hé théng k¥ thuat phuc vu cong tac bao

dam ATTT mang qubc gia nhu sau:

1. Hé théng phén tich, phat hi¢n tin cong mang tiv xa da nén ting

Vietnam Cyber Attack Map - Authority of Information Security

mic.gov.un

LIVE ATTACK

Hé thong duoc xdy dung dua trén cac cong nghé Al, thudng xuyén do
quét, kiém tra céc muc tiéu dua trén hé théng sensor san co cua Cuc An toan
thong tin va cac sensor khic trén toan thé gidi, tir d6, tu dong phat hién, canh
bdo sém cac cudc tin cong mang nhdm vao cac muc tiéu dugce cdu hinh sin,
nhanh chéng thong bdo cho quan tri vién biét cac tinh trang cua cac cudc tan

cong mang nay.
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2. H¢ thong phén tich, do quét, tw dong phdt hién tin céng tiv xa cdc

website, cong thong tin dién tiv

Website Defacement Detection Status of last che
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Trude tinh hinh cac hé théng website, trang/cong thong tin dién tir ctia cac
co quan, to chic duoc st dung dé cung cip théng tin dén ngudi din, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai d6i mit v6i cac nguy co tan cong, thay d6i giao dién, cai ma doc
trén website. ..

Cuc An toan thong tin dd xay dung, phét trién va trién khai Hé théng phan
tich, do quét, tuy dong phat hién tan cong tur xa cac website, cé)ng thong tin dién
tar. Hé théng dugc thiét ké dé hd tro viéc theo doi, giam sat va canh bao som vé
mirc 30 ATTT cuia cac website. Hé thong thuc hién gidm sat tir xa nhung khong
can thi€p, khong cai dat phﬁn mém hay thiét bi vao ha tﬁng cua cac co quan chu
quan website do.

3. Hé théng theo déi, phdt hign ma djc, mang botnet tir xa

Hé théng theo doi cap nhat vé tinh hinh ma ddc hai dugc xay dung va
trién khai dé hd tro dac luc trong viéc ndm bt cu thé va déy du nhat vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c¢6 thong tin dé xay dung ké hoach va
phuong an xtr Iy boc g& cac ma dgc trén dién rong.

Vi hé théng nay cho phép cac can bd quan ly, phan tich nim bét duoc
chi tiét cac dong mé doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Vietnam botnet activities
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Bén canh d6 hé thong con gitp cac can bo phan tich nhanh chong nam bat
dugc xu thé lay lan, phat trién ctia cac ho ma doc, tir d6 dé ra cac phuong &4n ing
pho kip thoi cho ting thoi diém.

4. H¢ théng gidm sdt va phong, chong tin cong mang

Hé théng giam sat va phong, chdng tin cong mang ctia Cuc ATTT duoc
xay dung trén co s két hop giira giai phap thuong mai va giai phdp ngudén mg,
bao dam khéng phu thudc vao bat ky mot hing hay mot cong nghé cu thé nio

trong viéc hd tro bao vé cac hé théng thong tin.

Co quan, td chirc c6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Ping ky nhén thong tin canh bao chung vé ATTT, lién hé: Ong Ha Vin
Hiép, s6 dién thoai: 0968689111, thu dién tir: hvhiep@mic.gov.vn;

- Ping Kky theo ddi, giam sat trang/cong thong tin dién tir, lien hé: Ong
Nguyén Son Tung, sé dién thoai: 0977325416, thu dién ti: nstung@mic.gov.vn;

- Diang ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, sb dién thoai:0932481987; thu dién tir: bt_huyen@mic.gov.vn;

- Pang ky hd tro cai diat cam bién (sensor) dé giam sat, phong, chéng tin
cong mang, lién hé: Ong Nguyén Phu Diing, sé dién thoai: 01676611700, thu
dién tu: npdung@mic.gov.vn
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